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ACQUISITION OF FOREIGY AUTOMATIC DATA PROCESIING (ALP) RESOUERCES.

SYNOPSIS. This regulation sets forth policy, responsibilities and

pr ccedures governing the acquisition of for=z=ign ADP resources.

AUTHORITY. This tegulation is promulgyated pursuant to the authority
contained in paragraph 192c(3)(d) 2f the National Security Act of 1947,
as amendiad, whichvprovides that the “Director of "Central Intelligence
shall be responsible for orotecting intellijyence sources and;methods

frem unauthorized disclosure.®

GENZR4L. The groving presencs of foreign ownership, control and
influence in the deveLOpment, production andi marketing of hlqh tech—
noloJy ADP r2sources poses a threat to the security of Agency

2utomatic Data Processing act171t1es. Dependence on a foreign source
c0t11 result in a deaial of service or a moi1f1cation vhich aight result
in the unauthorized disclosure of intelligence Sources and Hethods,

It is essential that controls oa the acqguisition of these products and

services b2 established in order to minimize or eliminate this threat. -
DETINITIONS.

“C1) ADP RESOJRCE is defined as any electronic or electro-mechanical
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systaem, subsystem, a3sociateld goftware, support or secvices used

tor the »uarpos: of sr-2c235ing ot storing infermazion.
{2) FORETIGYN aDP RESDURCE includes:

(a) Aay ADP? systexm or subsystem devaloped, manufactured or assembled
on foreign so0il or prceduzed by an drganization or eﬁtity that is

under foreign own2rship, control or influence.

(b) Any support or service provided by a foreign naticnal or a

firm und2r foreign ownership, control or influence.

{3) FORZIGN DHHERSEIP, CONTROL OR INFLUENCEZ is that which results
from direct or indirect beneficial ownarship of five percent of
any ficm, corporation or =ntity, foreign nationai representation
‘on a Board of Directors or the encuabrance of an influentiél

position in corporate management.

d. POIlICY, Effective immediately, itvis this Agency’s palicy'NOT to procure
FOFEIGN AUTONATIC DATA PROCESSING RESOURCZS except as provided
for by,procedutes'estahlished in this.regulation. In furtherance of
this policy, all Agency procurement actions for ADP resources shall

contain the clause set forth in Appendix 1.

e. PRCCZDURES. | | | o -
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(T) ERequests for th2 procurcment of foreign ADP resources or the

exclusion of the FORE
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N AD? resource -lause fron a procuerensnt

[
action must be approved by the Director of Logistics with the

tha

T heo

concurrence of the Sirector of Secuctity or theirc designees.

request will be prepared by the program cffice and forwsarded

to the contracting officer vith the procurement documentation.

{(2) The

and

(a)

(b)

{c)

(d)

(3) The

rejuaest shall fully s2t forth the justification for an exception
includ2, at a minimum, the folloving:

The necessity to acgjuirz or utilize foreign ADP rasources,

A general statemant of why U.S. firas cannot or should not

.

provide the ADP resources.

A Jeneral statemant qf the security risks inhera2nt in such a
procurenent and the measures, if any, to be taken by the
progran office to gminimize the risks.

A general stateanent on the TRIPEST hazard, if any. This
information may be obtained fron the Communications Security

Division of the 0ffice of Communications.

contracting officer will present the exception raquest to the

Agency Tontract Review 3o0ard for their recommendations prior to

seeking approval.:
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EXCEpTlaNs,. cheptions to the policy ¢f not acquiring or utilizing
foreign ADP rosources #111l only be warranted wher technical, operational

or mission cCoansiderations necessitate such actioa. In accordance with

this principle, reguests for an exceptionr will be considered when:

(1) OJvecriding technical operational or adeinistrative reguirements

supnort 3uch a procuremasgt.

(2) The procurement of the system does not pose an unacceptable risk

to secuarity.

(3) The system is composed primarily of U.5. assembled ADP systens

and subsysteas, serviced and supported by U.S. Nationals and

any foraiyn content is limited to:

(a) A critical system or subsystem acyuired from a foreign
manunfacturer as a noa-dedicated stock item raguicing no
direct support or service from th2 foreign manufacturer and
a U.5. ov¥ned support organization exists such that ipteraction
vith a forsign manufacturer will not be required throuchout the

lifa of the system.
(b) 1 non-critical system or subsystem of liaited complexitya.

(4) The system is being purchased from;a foreign manufactarer in a

aanner =i1ch that attribution te the CTentral Intelligzance Agency, as

the ultimate uﬁer nf the syster, vill be protectad throughout the

A
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1life of the systen,

(5) The foreign ADP resource will be vermiasntly dedicated to unclassifie:

Or non-s=nsitive applications.

-
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